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Setting Up Shop: 
FDNY Establishes an Exercise Design Program 

 
 
 

On September 11, 2001, members of the Al Qaeda terrorist organization hijacked four commercial airplanes 

departing from airports in the northeastern U.S. and flew them into the World Trade Center in New York City, the 

Pentagon in Arlington, Virginia, and into the ground in Shanksville, Pennsylvania. The consequences of the attack 

at the World Trade Center were especially devastating. There, almost 3,000 people lost their lives as a result of the 

fires and collapse of the towers. The dead included 343 members of New York City’s fire department (FDNY), who 

had rushed into the burning buildings in a heroic attempt to evacuate and rescue people still inside. 1  

In the aftermath of the 9/11 attacks, as Congress and the White House undertook a massive reorganization of 

the federal homeland security apparatus, localities and states across the country carefully reviewed their 

approaches, capabilities, and levels of preparedness for a range of threats. For its part, New York City asked the 

consulting firm McKinsey and Company to review FDNY’s and the New York City Police Department’s (NYPD) 

responses to the 9/11 attacks and to provide guidance on how they could better prepare for similar threats going 

forward.2 

Among the many reforms FDNY implemented in response to McKinsey’s recommendations was the creation, 

in 2004, of the Center for Terrorism and Disaster Preparedness (CTDP).3 Joseph Pfeifer, the center’s founding 

director and FDNY’s Chief of Counterterrorism and Emergency Preparedness, explained the rationale for creating 

the center, stating, “The threat of violent extremism, along with a wide range of other disasters, makes it urgent 

for us to understand the threat environment and to have the skills to manage this increasingly complex world.”4 As 

FDNY Commissioner Daniel Nigro would later put it, CTDP was to serve as “the focal point for the department’s 

                                                 
1 McKinsey & Company, “FDNY 9/11 Response,” 2002, available at https://www1.nyc.gov/site/fdny/about/resources/reports-
and-publications/mckinsey-company-report.page [accessed September 12, 2017] (cited hereafter as “McKinsey Report”). 
2 McKinsey performed this work pro-bono. 
3 Testimony of FDNY Commissioner Daniel A Nigro to the Committee on Homeland Security, U.S. House of Representatives, 
Field Hearing on Confronting Terror Challenges in a Post 9/11 World, Tuesday, September 8, 2015. 
4 Testimony of FDNY Commissioner Daniel A Nigro to the Committee on Homeland Security, U.S. House of Representatives, 
Field Hearing on Confronting Terror Challenges in a Post 9/11 World, Tuesday, September 8, 2015. 

https://www1.nyc.gov/site/fdny/about/resources/reports-and-publications/mckinsey-company-report.page
https://www1.nyc.gov/site/fdny/about/resources/reports-and-publications/mckinsey-company-report.page
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strategic preparedness, creating dynamic and practical approaches to counterterrorism, disaster response, and 

consequence management.”5  

To this end, FDNY organized the center around five functional areas: (1) intelligence sharing, (2) weapons of 

mass destruction and security preparedness, (3) emergency preparedness, (4) strategy and technology, and (5) 

exercise design.6 This last area of focus, FDNY officials believed, held considerable value: not only would it enable 
them to improve departmental preparedness by evaluating members’ capabilities in a range of scenarios and 

settings, but it would also, they hoped, foster relationships with key partner agencies and improve interagency 

collaboration. If done right, they thought, the exercises could even influence FDNY’s – and, more broadly – the 

city’s emergency response policies and procedures.  

In the years following CTDP’s founding, its leaders found good reason to be proud of their exercise design 

program. Over time, program staff developed an extensive portfolio of workshops, tabletops, functional, and full-

scale exercises built around a variety of emergency scenarios. They often did their work in partnership with key 

stakeholders, ranging from local agencies such as New York City Emergency Management (NYCEM) and NYPD to 

state-and federal entities like New York’s National Guard and the U.S. Department of Homeland Security (DHS), as 

well as major private corporations, utilities, and healthcare institutions.7 

But CTDP also had to work hard to develop, roll out, and then refine the program, grappling with a number of 

questions and challenges along the way. How would others, both internally and externally, react to this initiative, 

especially in its initial stages? What was the right way to staff the program? How could they design exercises that 

were sufficiently effective – and that actively engaged participants? And to what extent should and could the 

program serve as a resource for external stakeholders?  

 

Establishing the Program 

CTDP launched its exercise design program soon after the center’s founding in 2004. According to John Nykiel, 

the head of exercise design since 2010, this was no easy task, since CTDP staff had to create the program entirely 

from scratch.8 Chief Pfeifer, who oversaw the creation of the center and its various sub-units – including exercise 

design – elaborated, observing that the program’s different components came together over time, gradually 

emerging from the “bottom up.”9 At first, Pfeifer said, he and his colleagues organized individual exercises on an 

ad-hoc basis, usually in direct response to an issue that they had identified as being particularly problematic or 

                                                 
5 FDNY, “CTDP 2011 WTC Anniversary” [video]. 
6 FDNY, “CTDP 2011 WTC Anniversary” [video]. 
7 FDNY, “CTDP 2011 WTC Anniversary” [video]. 
8 Interview with John Nykiel, FDNY, May 23, 2017. Subsequent quotations by and attributions to Nykiel are from this interview 
unless noted. 
9 Telephone interview with Joseph Pfeifer, FDNY, August 23, 2017. Subsequent quotations by and attributions to Pfeifer are 
from this and another interview, conducted on May 23, 2017, in New York City, unless noted. 
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challenging. Then, as the center sought to increase the number and frequency of exercises offered to FDNY 

personnel, it contracted the work out to consulting firms. But this approach proved costly, ultimately prompting 

CTDP leaders to establish a program of their own.  

As they set up shop, members of CTDP’s newly formed exercise design team learned that, among other things, 

they had to spend time educating their many colleagues about their program’s mission and its services. This was 

no easy task, given the size of the department, which had about 16,000 employees. But they were able to rely, in 

part, on early proponents of the program, who spread word about its existence and vouched for its potential to 

improve departmental readiness for severe threats – a major concern across the department in the wake of 9/11. 

Yet even with this critical support, it still took some time for exercise design to become a familiar presence within 

FDNY and the city as a whole. “It took a lot of years for other people to understand where we were coming from,” 

Nykiel remembered.  

Exercises vs. Training 

Initially, CTDP also encountered some confusion over how the exercise program differed from FDNY’s long-

standing training programs. For the center’s staff, the difference was clear. As Nykiel noted, “Training [provides] 

the individual [with specific skills] whereas an exercise evaluates those skills.” Charlie Fraser, Nykiel’s deputy, 

added that while the city’s Fire Academy primarily taught and drilled its students on tactical skills, such as how 

firefighters should stretch a hose line or how emergency medical technicians (EMTs) should transport a patient,10 a 

CTDP exercise was a much broader and more complex endeavor. Exercise design, he continued, “gives you the 

latitude to actually set some objectives and set some target capabilities, and then run a scenario, evaluate that, 

and produce an after action report.”11  

Chief Pfeifer provided a concrete example of his own to underscore the difference. A training, he explained, 

might focus on the technical aspects of how a responder should apply direct pressure to control bleeding. An 

exercise, on the other hand, would evaluate, through a simulated emergency (such as a bombing), not only how 

well responders controlled victims’ bleeding – but how they did so while employing a number of other skills to 

address the multiple aspects and demands of the scenario. Exercising a mix of skills in a realistic environment was 

important, Pfeifer observed, “because just applying the [one] skill is not going to save their lives.” 

Pfeifer pointed to one other distinctive element of exercises: when designed well, and if sufficiently realistic, 

they required participants to make critical decisions under pressure, in the face of significant uncertainty and 

novelty – defining characteristics of a crisis event. Unlike most types of training, exercises thus provided agencies 

with the unique opportunity to test how capabilities, processes, and systems functioned as their leaders and staff 

operated under stress, in conditions that came as close as possible to resembling an actual crisis. 

                                                 
10 In New York City, Emergency Medical Services (EMS) was part of FDNY. 
11 Interview with Charles Fraser, FDNY, May 23, 2017. Subsequent quotations by and attributions to Fraser are from this 
interview unless noted. 
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At the same time, Pfeifer, Nykiel, and Fraser acknowledged that it was a fine line that distinguished exercising 

from training – and that at first it was difficult to fully explain the differences even to their colleagues at the Fire 

Academy. “It took certain individuals [a little time] to understand the difference between the two,” Nykiel said, 

“[but eventually] they realized, ‘Oh, that’s right, we’re not opening up a book with paragraph one, category two.”  

 

Organizing and Staffing the Exercise Design Program 

As they worked to clarify the exercise design program’s scope of activities and its purpose, CTDP leaders also 

had to determine how best to organize and administer the unit. How would it be funded? How large a staff should 

it have? And how, exactly, should they go about recruiting staff members and other affiliates? Since few other 

exercise design programs existed anywhere else in the country, CTDP was left to its own devices as it set up the 

program.    

Ultimately, center leaders decided to fund exercise design entirely through external grants, primarily from 

DHS, a strategy they continued to adhere to more than a decade after the program’s establishment.12 By calendar 

year 2016, Urban Area Security Initiative (UASI) funding from DHS covered $385,370 in exercise design personnel 

costs and $789,569 in exercise-related activities: $49,573 for functional exercises, $81,766 for workshops, 

$106,853 for tabletops, and $551,377 for full scale exercises. (That year, the exercise topics receiving the largest 

amount of funding were active shooter scenarios [$212,980] and hazmat response [$92,111]).13  

Meanwhile, when it came to staffing, CTDP’s leaders settled on an organizational structure consisting of a 

small core of permanent staff members that could scale-up significantly when additional manpower was needed. 

For internal purposes, at least, this model seemed to work well. More than a decade into its existence, even as it 

managed to generate more than 50 exercises every year, the program had just three full-time staff members 

(although they were joined by several additional exercise design members serving short-term assignments).  

As the program’s permanent staff, Nykiel and Fraser were responsible for carrying out an array of day-to-day 

tasks. Among other things, this entailed managing grants, reporting to FDNY leadership, engaging with both 

internal and external stakeholders, and overseeing the program’s overall exercise design portfolio. But they could 

also tap into a network of other program affiliates when necessary, such as for the design and execution of an 

exercise, which required more personnel than just the two of them. This network included a cadre of part-time 

“senior exercise designers,” all of whom were certified Master Exercise Practitioners [MEPs] and who had 

maintained long-term affiliations with the program. The senior designers, in turn, provided supervision and 

                                                 
12 Center for Terrorism & Disaster Preparedness, FDNY, “Grant Usage Overview ,” Presentation to Urban Area Working Group, 
January 24, 2017. 
13 Center for Terrorism & Disaster Preparedness, FDNY, “Grant Usage Overview ,” Presentation to Urban Area Working Group, 
January 24, 2017. 
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guidance to newer, more junior program affiliates – informally referred to as “interns” – who were temporarily 

detailed from other parts of FDNY.  

While assigned to CTDP, the interns gained extensive experience in the ins and outs of exercise design. Once a 

new project had been identified, a senior designer – along with Nykiel and Fraser – would work with the interns to 

brainstorm, develop, and fine-tune an exercise scenario, and then finalize and execute an exercise plan.  If the 

interns performed well, CTDP would then invest more deeply in their training, sending them to FEMA’s Master 

Exercise Practitioner Program in Emmitsburg, Maryland. There, they immersed themselves in an intensive series of 

courses that taught “advanced exercise design, conduct and evaluation practices” in adherence to Homeland 

Security Exercise and Evaluation Program (HSEEP) doctrine.14 (For more information about HSEEP, see the following 

section, “Planning an Exercise.”) 

Exercise team leaders initially employed an informal strategy for recruiting interns and part-time affiliates, 

reaching out to individuals they knew and whom they thought might be a good fit for exercise design. The 

approach, as Fraser put it, was “I work with this guy. He can get up. He can talk in front of people.” But, he 

acknowledged, some of these early recruits ultimately didn’t work out, in large part because they didn’t have a 

strong passion for the work. So CTDP began to draw from its annual counterterrorism leadership program, 

targeting participants who exhibited enthusiasm and knowledge about the course and who also demonstrated 

strong proficiency in skills relevant to exercise design, such as writing.  

To keep these recruits engaged, Nykiel and Fraser also learned over time to pair them with exercises entailing 

topics and scenarios directly relevant to their interests and backgrounds. Someone with connections to or a 

passion for transportation, for instance, would be assigned to an exercise involving the Metropolitan 

Transportation Authority (MTA), which ran city and regional bus, subway, and commuter rail services. This 

approach, they said, proved to be much more effective than just randomly assigning someone to fill an empty slot 

for whatever project appeared next on the docket.  

Despite the small size of its core staff and the fact that it lacked a dedicated internal funding stream, CTDP 

officials believed that the program’s very existence represented a serious commitment on the part of FDNY. “To 

my knowledge,” Nykiel observed, “We’re the only agency in the country [that is doing] full-time exercise design – 

and I think that is a big plus for our agency and also for the program itself.” The program’s uniqueness, its leaders 

asserted, gave it prominence at the national level, which made it more competitive when new federal grant 

opportunities arose. They also emphasized that having an in-house shop resulted in significant cost savings (~80%) 

for FDNY, since the department no longer had to rely on contractors and consulting firms to design and facilitate 

its exercises. And, perhaps most importantly, they believed that having their own program resulted in higher 

quality exercises. “We have trained people to a higher level, and they do it more often, so they become subject 

matter experts in the field, as opposed to a consulting firm, which is doing ten different things,” Chief Pfeifer said. 

                                                 
14 Federal Emergency Management/Emergency Management Institute, “Master Exercise Practitioner Program,” available at 
https://training.fema.gov/mepp/default.aspx [accessed July 20, 2017]. 

https://training.fema.gov/mepp/default.aspx
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Planning an Exercise 

When planning and carrying out an exercise, CTDP staff adhered to the general principles of DHS’s Homeland 

Security Exercise and Evaluation Program (HSEEP), which exercise design team members studied in depth while 

attending FEMA’s Master Exercise Practitioner Program. Based on national best practices, HSEEP provided “a set of 

guiding principles for exercise programs, as well as a common approach to exercise program management, design 

and development, conduct, evaluation, and improvement planning.” But at the same time, HSEEP doctrine was 

also designed to be “flexible, scalable, [and] adaptable,” in order to accommodate the purposes and needs of any 

particular organization or community.15 In the eyes of CTDP’s exercise design team members, this flexibility was 

especially important. While they always followed the program’s overarching guidelines (important not only as a 

best practice but also to qualify for DHS funding opportunities), they noted that they also regularly adapted their 

approach to accommodate the unique characteristics of New York City, its particular sets of hazards, and the 

different organizations involved in the center’s exercises. 

Per HSEEP guidance, and as practiced by CTPD, the first step in the exercise design process was identifying the 

exercise’s purpose, objectives, and the set of issues that it would address. (See exhibit 1 for a diagram depicting 

some of the key factors that HSEEP recommended organizations consider at the start of the exercise design 

process.) As Chief Pfeifer put it, “You need to define the purpose of the exercise before you begin dealing with the 

practicalities of organizing it.” 

To this end, CTDP’s exercise design team typically first conducted a gap analysis to determine the most 

pressing threats for which FDNY, and New York City as a whole, needed to prepare. The team drew upon several 

different resources to identify the threat environment: in addition to paying close attention to media coverage of 

events occurring around the world, they also monitored social media communication, subscribed to and reviewed 

trade magazines and journals, and collected concerns and suggestions from external partners. But, importantly, 

they also drew on the in-house expertise of their colleagues in CTDP’s intelligence unit, which was housed directly 

below the exercise design program’s offices at the center’s headquarters in Fort Totten, Queens. “One of the nice 

things,” Fraser observed, “is that we have Intel with us. We can go downstairs and say, ‘Hey guys, we’re working 

on this. What do you think? What are some of our vulnerabilities?’” The CTDP Intel Unit had members from the 

FBI’s Joint Terrorism Task Force and was directly connected to NYDP Intel and DHS Intelligence and Analysis. 

Access to these sources of intel This allowed the exercise design team to prepare the department for the most 

current threats. 

                                                 
15 U.S. Department of Homeland Security, “Homeland Security Exercise and Evaluation Program (HSEEP),” April 2013, available 
at https://www.fema.gov/media-library/assets/documents/32326 [accessed July 20, 2017]. Unless attributed to another 
source, the material in this section of the case is drawn from the HSEEP documents cited here. 

https://www.fema.gov/media-library/assets/documents/32326
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Once this gap analysis had been completed and CTDP’s designers had settled on an exercise’s purpose and 

objectives, they next considered what type of exercise they would organize. HSEEP guidance provided a number of 

different options, ranging from discussion-based exercises, such as seminars, workshops, tabletop exercises, and 

games, to operations-based exercises, including drills, functional exercises and full-scale exercise. (See exhibit 2 for 

details on the different types of exercises, as identified by HSEEP.) The former set of exercises was especially useful 

for reviewing, discussing, and developing policies, plans, and other strategic issues, while the latter, according to 

HSEEP guidance, was valuable for assessing “responders’ knowledge of a plan, policy, or set of procedures,” for 

validating these plans, policies, and procedures, and for “[clarifying] roles and responsibilities” and “[identifying] 

resource gaps.” Typically, operations-based exercises were “characterized by actual reaction to an exercise 

scenario.”  

Chief Pfeifer noted that when determining what type of exercise to conduct, CTDP’s exercise design team also 

had to consider whether they wanted to follow what HSEEP termed a “progressive approach,” i.e., organizing a 

series of increasingly complex exercises that would typically start with a workshop and eventually build to a full-

scale exercise. While requiring more planning and a longer time-frame for implementation, this approach had 

several potential advantages. According to HSEEP, it helped participants achieve mastery with whatever issues an 

exercise aimed to address, allowed for the gradual commitment of resources (as opposed to an intensive, one-time 

allocation), and provided organizers multiple opportunities to identify, in advance, shortcomings that could 

potentially undermine a full-scale exercise. 

As the exercise design process progressed, design team members turned their attention to the more practical 

elements of exercise development and implementation. They included determining how many and what other 

types of organizations and stakeholders would be involved and, more specifically, the type and level of personnel 

who would take part in the exercise. Would senior leaders participate? Or would those taking part primarily be 

mid- and junior-level staff, such as tactical operators and line supervisors? Or would exercise organizers try to 

engage a broad spectrum of staff? (In Chief Pfeifer’s view, larger organizations, such as FDNY or NYPD, benefitted 

most from exercises that emphasized both decision-making by commanders and communication and coordination 

between commanders and their subordinates, thus involving personnel from many different levels of the 

organization.) Other practical considerations included obtaining and arranging space, as well as determining the 

event’s duration, and – critically –the availability and limitations of funds and other resources.  

Another important consideration for design team members was how to staff an exercise. Typically, they 

looked to fill roles that HSEEP had identified as critical for organizing and carrying out an exercise, including 

exercise directors, evaluators, controllers, and facilitators. (See exhibit 3 for a detailed list of exercise roles and 

responsibilities.) Per HSEEP guidance, the roles of director, who oversaw all aspects of exercise conduct and 

evaluation, and evaluators, who observed, documented, and analyzed the actual exercise proceedings, were 

required for all types of exercises, while facilitators were primarily involved in discussion-based exercises and 

controllers in operations-based exercises.  

Controllers, in particular, had a wide range of responsibilities. They arranged the exercise sites, managed the 

flow of information provided to exercise participants, provided participants with direction throughout the duration 
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of the exercise, and ensured participants’ safety. As the scale and complexity of an exercise increased, more 

controllers were needed; a multijurisdictional full-scale exercise, for instance, could require the involvement of 

dozens of controllers in multiple locations. Adequately staffing such exercises could thus be challenging, especially 

when financial and personnel resources were limited; and in recognition of such constraints, HSEEP guidance 

allowed for some multitasking of exercise personnel, specifically recommending combining the role of evaluator 

and controller. In extreme cases, it even allowed for exercise players to serve as controllers. However, HSEEP 

cautioned, this was “not desirable. … Such players/controllers would need to understand clearly how to separate 

the roles to avoid feeding advance information into play or otherwise harming exercise integrity.” 

 

External Partnerships and Multi-Agency Exercises 

Although a significant portion of the work performed by CTDP’s exercise design team was done on behalf of 

the FDNY’s five borough commands and other units of the department, the team made a concerted effort to 

develop exercises that engaged a wide range of external stakeholders. This reflected CTDP officials’ acute 

awareness that effective preparedness for responding to terrorism and natural disasters required the involvement 

of multiple agencies and organizations. As 9/11 and Superstorm Sandy in 2012 had made abundantly clear, FDNY 

members would not be operating on their own during a major crisis, but instead would find themselves working 

alongside many other types of first responders, as well as a multitude of other public sector partners, private 

property owners, and businesses. 

The design team thus collaborated with a wide range of municipal partners, from NYPD to NYCEM and the 

New York City Department of Health and Mental Hygiene, as well as with a host of state and federal agencies and 

institutions, including the New York State Division of Homeland Security and Emergency Services (DHSES), the 

MTA), the New York National Guard, the U.S. Military Academy (West Point), DHS, and the Centers for Disease 

Control and Prevention. It also developed exercises in partnership with a number of private sector entities, 

including a variety of health care institutions, along with high-profile venues like the World Trade Center, the 

Empire State Building, and NBC Studios at Rockefeller Center. Embracing FEMA’s “whole community” approach to 

disaster preparedness, CTDP made a point to involve as many types of people as possible in its exercises. Not only 

did it engage first responders, but it also included building staff, property managers, and representatives of small 

and medium utility enterprises.16,17 

According to CTDP officials, interest in FDNY-designed exercises from external partners was high. This was due 

in large part to its partners’ own growing awareness of and dedication to the “whole community” approach to 

                                                 
16 To depict this concept, CTDP uses a three dimensional tiered response pyramid to different skills across multiple responders. 
17 Before agreeing to develop and run an exercise with a partner organization, CTDP always made a point to determine that the 
exercise was directly relevant to FDNY itself. The center did not want to get into the business of generating products for others 
that had little value for the department. “When we do an exercise,” Nykiel noted, “we just can’t say, OK, we’re going to give 
you an exercise.” Instead, his team would ask, “How is it going to help FDNY? And how is [FDNY] going to work collaboratively 
with [these] private and public stakeholders?” 
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preparedness – but also to the fact that FDNY did not charge outside agencies to participate in CTDP-designed 

exercises. Instead, CTDP sought to leverage its external grant funding as a force multiplier by involving as many 

relevant stakeholders as possible. “There is no bill attached,” Nykiel said. “Instead we expect people to learn from 

the exercise to increase their level of preparedness.”  

During the first few years after CTDP’s establishment, New York City Emergency Management (NYCEM) had 

similarly facilitated a considerable number of multi-agency exercises (in many jurisdictions, exercising is one of the 

emergency management department’s primary activities). During this time, NYCEM and CTDP had closely 

coordinated their separate but complementary efforts. Eventually, however, NYCEM began to focus on a more 

limited number of very large-scale exercises, such as Gotham Shield, an exercise that it organized with DHS in 2017 

to test the city’s ability to respond to an Improvised Nuclear Device. According to CTDP officials, major exercises 

such as Gotham Shield had their advantages, as their size reflected the broad scope of a response to an actual 

catastrophic event. Yet, they also noted, the smaller scale of most CTDP-designed exercises had its own particular 

set of benefits. With fewer agencies involved in a typical FDNY-driven exercise than in an event like Gotham Shield, 

Pfeifer explained, the department and its partners could test their capabilities away from the limelight, operating 

in a more realistic setting as participants reacted to the challenges of the scenario at hand. Without the media and 

others scrutinizing every one of their moves, they felt more comfortable making mistakes and learning through 

trial and error. 

Despite NYCEM and FDNY eventually carving out their own specific niches when it came to exercise design, 

Fraser noted that a strong relationship between the two agencies allowed for continued collaboration. For one 

thing, NYCEM often sent a representative to participate in the center’s exercise design process. CTDP also 

recognized that NYCEM still had much to offer FDNY-initiated projects, including an unrivaled set of contacts across 

city agencies.  

The Workshop Alternative  

Despite the high demand from partner organizations, as well as the internal benefits for FDNY itself, CTDP 

leaders realized that multi-agency exercises were not always as productive as they could be. In particular, they 

noted that representatives of certain organizations, including some fellow city agencies, resisted sharing details 

about their response plans during a tabletop or full-scale exercise, effectively upending the entire effort.  As Fraser 

put it, “These agencies are going to say. … ‘Well, we can’t share our counterterrorism plan with you because that’s 

confidential.’ So then what avenue do we go down [for the rest of the exercise]?” 

In time, the exercise design team discovered that bringing stakeholders together in a discussion-based 

workshop helped address this problem. At first, CTDP hadn’t emphasized workshops in its exercise design 

portfolio. But it eventually determined that workshops had some advantages over the more complex and 

sophisticated operations-based exercises. “The workshop takes it down a level,” Chief Pfeifer explained. “[It] is 

more of a conversation with people. A workshop now allows people to collaborate with each other, instead of 

grandstanding in front of an audience.” Fraser agreed that the collaborative and more relaxed nature of workshops 

was a key element of their appeal. As he put it: 
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We find that all of the stakeholders like [the workshops], because it’s not really like, “Hey, the 

FDNY has an incident action plan, and this is what we’re going to do to the tabletop on today.” 

Because everybody is going to say, “I don’t have that, I’m not part of that plan.” Whereas, with a 

workshop, it’s equal share. Everybody gets buy-in. . . . Our facilitator gets up there and says, “We 

have an electrical vault that just exploded. Con-Ed, what are your concerns? FDNY, what are your 

concerns? NYPD?” 

Among other things, CTDP officials learned through experience that the workshops were an effective means of 

producing multiagency response plans. This was especially the case for pre-planned “special events,” such as Super 

Bowl Boulevard, which took place over the course of four days in Times Square, in the lead up to Super Bowl XLVIII 

in early 2014.18 With the Boston Marathon bombings of April 2013 still a recent memory, FDNY officials and other 

public safety agencies in the area had serious concerns about the open-air celebration, which would cover ten 

blocks across Mid-town Manhattan and involve millions of people. Consequently, the Manhattan Borough 

Commander contacted Chief Pfeifer and asked CTDP to develop an exercise that would seriously challenge his men 

and women in preparation for the event. 

Instead of a full exercise, CTDP staff decided to convene a workshop with participation from FDNY, NYPD, 

utility companies, property owners, and other stakeholders. In advance of the workshop, exercise design staff 

asked CTDP’s intelligence unit to research risks related to open-air special events like Super Bowl Boulevard, the 

workshop facilitators then drew on this information as they walked the participants through a range of scenarios 

that could potentially occur during the actual event. Starting with a relatively contained car fire and escalating to 

different forms of explosions, they asked the participants to discuss how their agency would respond. In the end, 

the discussion resulted in workshop participants collaborating to write a stand-alone, multi-agency response plan 

for the occasion. In the eyes of CTDP officials, this represented a significant advance over some of the more 

strained and less collaborative tabletop exercises they had organized in the past. 

Super Bowl Boulevard also revealed to the exercise design team how workshops, in comparison to script-

driven exercises, could foster the adoption of potentially useful innovations. In the lead up to the Super Bowl 

Boulevard workshop, CTDP staff made a concerted effort to think creatively about how FDNY and its partners 

could best protect the vast real estate and large number of people involved in the event. One idea staff eventually 

came up with was to add an ESRI mapping tool to mini I-Pads and then distribute them to personnel assigned to 

Super Bowl Boulevard.19 As Fraser explained, “[That map] has everything that an incident commander needs at [his 

or her] fingertips: hydrants, transit locations, high-rise buildings, building plans, all of that information.” Most 

importantly, he continued, “the map can be edited. So if there is an incident, all it takes is [someone] to pull it up 

and say, ‘This street is now closed.’ Or, ‘This is where the staging area is.’” The workshop for Super Bowl 

                                                 
18 Times Square District Management Association, “Super Bowl Boulevard,” available at 
http://www.timessquarenyc.org/events/super-bowl-boulevard/index.aspx#.WXEo71GQy70 [accessed July 20, 2017]. While the 
Boulevard took place in New York City, the Super Bowl was played across the Hudson River at MetLife Stadium in East 
Rutherford, New Jersey. 
19 ESRI (the Environmental Systems Research Institute) is a leading provider of GIS mapping software and technologies.  

http://www.timessquarenyc.org/events/super-bowl-boulevard/index.aspx#.WXEo71GQy70%20%5Baccessed
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Boulevard, Fraser and Pfeifer said, provided CTDP with just the right forum to introduce the technology and 

encourage participants, some of whom were not entirely comfortable with the idea at first, to try it out and 

consider adopting it for use in the field. Since this was a web based program, it was easy to share it with other 

agencies such as NYPD, NYCEM, and National Guard senior leaders and command centers.  

In a city as large and busy as New York, there was no shortage of special events, and motivated by its 

experience with Super Bowl Boulevard, CTDP’s exercise design team proceeded to offer similar workshops in 

conjunction with a number of other high profile celebrations. In doing so, the team continued to identify benefits 

derived from the discussion-based format of the workshops, discovering, for instance, that they also helped 

increase awareness of participating agencies’ perspectives, resources, and limitations. “By doing these 

workshops,” Fraser said, “we’ve had other agencies that have come to us and said, ‘How can we help you? We 

didn’t understand what you’re up against. . . . I didn’t know you guys were struggling with that.’” 

 

Realism in Exercises  

At the same time, the team continued to develop and offer scores of tabletop, functional, and full-scale 

exercises. Although increasingly convinced that workshops facilitated better dialogue, they still believed the best 

way to evaluate capabilities was through a scenario-based exercise.  

Through regular review of exercise evaluations and after action reports, however, the team determined that it 

could make significant improvements regarding the realism of its full-scale exercises. This realization stemmed in 

part from observations that most participants had little sense of urgency when taking part in an exercise – as well 

as from the design team’s growing belief that a sufficiently realistic exercise could serve as an effective vehicle for 

addressing the psychological elements of crisis. As Chief Pfeifer put it, “How do you create the conditions that . . . 

allow people to experience the psychological stress they would go through during an actual emergency?” He 

observed that when people were forced to operate in a realistic situation, their cognitive processes, influenced by 

heightened levels of stress, began to change, and decision-making became significantly more difficult. At a most 

fundamental level, participants – as would responders during an actual emergency – would have to ask 

themselves, “Where do I begin?” 

The effort to make CTDP’s exercises more realistic accelerated following the arrival of Amanda Schmidt from 

EMS in 2007/8 (she left the design team to work for the Fire Commissioner in 2014). “When I started looking 

closer,” she recalled, “I didn’t think that the exercises looked very realistic. . . . People would just go through the 

motions, the firefighters would take a hose and they would drag it . . . they would take the mannequin, and they 

would drag [it]. . . . That sort of became like a little bug in my bonnet.”20  

                                                 
20 Interview with Amanda Schmidt, FDNY, May 23, 2017. Subsequent quotations by and attributions to Schmidt are from this 
interview unless noted. 
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Schmidt highlighted one early change that she and the exercise design team made in an attempt to amplify 

realism. For a long time, she explained, exercises involving hospitals and EMS personnel would rely on “symptom 

cards” that were placed around a “victim’s” neck. The card would list every symptom that person was supposed to 

be exhibiting in a given scenario. Although it was a straightforward way to communicate information, Schmidt and 

her colleagues noticed that it failed to spur exercise participants into action. Instead, they would simply walk over, 

read the card, throw it down, and then repeat the process. So the team eliminated the cards from subsequent 

exercises, which at first created some confusion and frustration among participants. “When we stopped using the 

cards,” Schmidt recalled, “the first thing we heard was, ‘Where’s the card on their neck?’ And we said, ‘You 

actually have to talk to them, the way you would in real life.’” 

Eliminating the symptom cards, however, was just one small step in making CTDP’s exercises more realistic. 

Events like the Boston Marathon bombings had made it all too clear that EMTs, who typically stayed in a safe zone 

during an emergency, removed from immediate danger, could very well find themselves in the middle of an attack. 

“We wanted to try and prepare everybody as best as we could [for such incidents],” Schmidt explained. “But that 

also meant making something that looked horrible” – that is, trying to create an environment that exposed 

exercise participants to the sounds, sights, and other sensory elements of an attack. Schmidt and her team thus 

began to design exercises in which they covered surfaces in blood, broadcast the sound of people screaming, and 

used smoke machines to mimic the visual experience of an explosion.  

The aim, according to Schmidt, was to force exercise participants to grapple with the chaos, confusion, and 

“outside noise” that they would experience during an actual crisis. “They know how to do their skills. The 

firefighters know how to put out a fire, the EMTs know how to do patient care when it’s in a controlled 

environment. So it’s sort of getting them to the point of still being able to do their job when it is not that controlled 

environment, when it’s not the everyday routine of one patient [and] two rescuers or one group of firefighters 

[and] one fire. . . . It’s all the outside noise. . . . We need them to still be able to function while all that’s going on. 

So how can we create that? It was through giving them a total sensory overload.”   

Another important part of this effort was making sure the people playing the victims looked as realistic as 

possible. To this end, Schmidt began studying the art of moulage (i.e., the application of mock injuries on a human 

body or dummy through the use of makeup and other effects). At first, Schmidt had tried borrowing moulage 

supplies from the training academy, but she soon ran into problems using this material, as weather conditions 

(especially heat) often made working with it extremely difficult. After conducting some research, she discovered a 

product that seemed easier to use and for which its manufacturer offered training. Pfeifer approved Schmidt’s 

request to attend the training, which took place in Nevada over an intensive five day period. Upon her return to 

New York, CTDP decided to invest in the product and Schmidt proceeded to train her colleagues on how to prepare 

and apply the material for use in subsequent exercises. 

At the same time, the design team worked to recruit people who could most realistically act as “victims” in its 

exercises. Originally, CTDP had relied on EMT students and others on the FDNY payroll to play the role. This, 

however, proved to be expensive, as the center had to cover the cost of their time. Fortunately, Fraser was able to 

identify another pool of people: the city’s Medical Reserve Corps, which was made up of thousands of volunteers 
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who were passionate about emergency medical response. Their involvement was beneficial in several different 

ways. In addition to being much less costly than FDNY personnel, reserve corps members were physicians, nurses, 

EMTs, and other medical professionals and thus had the background and knowledge to role play appropriately. 

“They can do that because they understand the symptomology,” Fraser explained. Students, on the other hand, 

did not always fully understand the nature of their injuries and as a consequence sometimes went overboard 

acting out the part. 

Ultimately, Chief Pfeifer and his design team staff came to consider reality-based, full-scale exercises as an 

effective form of experiential learning. Through these exercises, participants gained experience responding to 

realistic scenarios, and as they did so, the lessons they learned of what to do and what not to do would, optimally, 

become imbedded in their memory. Although it was impossible to exercise as many people as many times as they 

would have liked, given that such exercises cost money and took up considerable amounts of time and resources, 

CTDP’s leaders saw them as the best way to build experience in the absence of actual crisis events. 

 

Toward the Future: A New Role for Exercise Design? 

Roughly a decade after its establishment, CTDP continued to serve as the primary provider of emergency 

response exercises in New York City. But its role had slowly started to evolve, as some of its partner agencies 

began to take the first steps toward creating exercise design programs of their own. In a way, this was a welcome 

development for CTDP staff, since it promised to relieve the intense demand for FDNY-led exercises that at times 

threatened to overwhelm the design team. Reflecting on this shift, Fraser observed, “We’re becoming more like a 

subject matter expert to these stakeholders . . . [who] are calling us, saying, ‘Hey, we have someone that’s going to 

run a tabletop exercise, discussion-based, could you come in and maybe give us guidance?’” This, Fraser said, was 

a positive change for CTDP, as it meant his team could spend more time focusing on FDNY-specific priorities, while 

other agencies and organizations took greater ownership of their own exercise needs.  

Nonetheless, the demand for CTDP-designed exercises remained strong. Efforts like the Super Bowl Boulevard 

workshop had demonstrated the value of the exercise design team’s expertise and skills in engaging stakeholders 

and producing meaningful results. Real-world developments, including actual emergencies and emerging threats, 

also continued to drive demand for CTDP’s services. Such was the case in the fall of 2014, when a highly disturbing 

threat originating overseas drew the exercise design team into one of its most intense efforts to date: as an Ebola 

outbreak began to spiral out of control in West Africa, several cases of the deadly disease appeared in the United 

States – including, eventually, New York City. Realizing that FDNY’s emergency medical services would be on the 

front lines of the response to a potential outbreak of Ebola in the city, FDNY leadership was eager to evaluate the 

department’s readiness to transport patients and engage with the city’s healthcare network. 

In short order, the design team was tasked with developing and carrying out exercises to help the department 

and its partner organizations prepare for the looming threat. By then, CTDP had offered dozens of complex 

exercises, involving a multitude of stakeholders. But Ebola was an entirely new scenario for New York City. Would 
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CTDP’s experience, resources, and relationships be up to the challenge of sufficiently preparing FDNY and the city 

at large for this frightening and highly dangerous threat?  
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Exhibit 1:  

 
HSEEP Factors for Consideration in Developing Exercise Program Priorities 

 

SOURCE: U.S. Department of Homeland Security, “Homeland Security Exercise and Evaluation Program (HSEEP),” 

April 2013, available at https://www.fema.gov/media-library/assets/documents/32326 [accessed September 1, 

2017]. 

  

https://www.fema.gov/media-library/assets/documents/32326
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Exhibit 2:  

 
Types of HSEEP Exercises 

DISCUSSION-BASED EXERCISES 

Discussion-based exercises include seminars, workshops, tabletop exercises (TTXs), and games. These types of 

exercises can be used to familiarize players with, or develop new, plans, policies, agreements, and procedures. 

Discussion-based exercises focus on strategic, policy-oriented issues. Facilitators and/or presenters usually lead the 

discussion, keeping participants on track towards meeting exercise objectives. 

Seminars 

Seminars generally orient participants to, or provide an overview of, authorities, strategies, plans, policies, 

procedures, protocols, resources, concepts, and ideas. As a discussion-based exercise, seminars can be valuable for 

entities that are developing or making major changes to existing plans or procedures. Seminars can be similarly 

helpful when attempting to assess or gain awareness of the capabilities of interagency or inter-jurisdictional 

operations. 

Workshops 

Although similar to seminars, workshops differ in two important aspects: participant interaction is increased, and 

the focus is placed on achieving or building a product. Effective workshops entail the broadest attendance by 

relevant stakeholders. 

Products produced from a workshop can include new standard operating procedures (SOPs), emergency 

operations plans, continuity of operations plans, or mutual aid agreements. To be effective, workshops should 

have clearly defined objectives, products, or goals, and should focus on a specific issue. 

Tabletop Exercises 

A TTX is intended to generate discussion of various issues regarding a hypothetical, simulated emergency. TTXs can 

be used to enhance general awareness, validate plans and procedures, rehearse concepts, and/or assess the types 

of systems needed to guide the prevention of, protection from, mitigation of, response to, and recovery from a 

defined incident. Generally, TTXs are aimed at facilitating conceptual understanding, identifying strengths and 

areas for improvement, and/or achieving changes in perceptions. 

During a TTX, players are encouraged to discuss issues in depth, collaboratively examining areas of concern and 

solving problems. The effectiveness of a TTX is derived from the energetic involvement of participants and their 

assessment of recommended revisions to current policies, procedures, and plans. 

TTXs can range from basic to complex. In a basic TTX (such as a Facilitated Discussion), the scenario is presented 

and remains constant—it describes an emergency and brings discussion participants up to the simulated present 
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time. Players apply their knowledge and skills to a list of problems presented by the facilitator; problems are 

discussed as a group; and resolution is reached and documented for later analysis. 

In a more advanced TTX, play advances as players receive pre-scripted messages that alter the original scenario. A 

facilitator usually introduces problems one at a time in the form of a written message, simulated telephone call, 

videotape, or other means. Players discuss the issues raised by each problem, referencing established authorities, 

plans, and procedures for guidance. Player decisions are incorporated as the scenario continues to unfold. 

During a TTX, all participants should be encouraged to contribute to the discussion and be reminded that they are 

making decisions in a no-fault environment. Effective TTX facilitation is critical to keeping participants focused on 

exercise objectives and associated capability targets. 

Games 

A game is a simulation of operations that often involves two or more teams, usually in a competitive environment, 

using rules, data, and procedures designed to depict an actual or hypothetical situation. Games explore the 

consequences of player decisions and actions. They are useful tools for validating plans and procedures or 

evaluating resource requirements. 

During game play, decision-making may be either slow and deliberate or rapid and more stressful, depending on 

the exercise design and objectives. The open, decision-based format of a game can incorporate “what if” questions 

that expand exercise benefits. Depending on the game’s design, the consequences of player actions can be either 

pre-scripted or decided dynamically. Identifying critical decision-making points is a major factor in the success of 

evaluating a game. 

 

OPERATIONS-BASED EXERCISES 

Operations-based exercises include drills, functional exercises (FEs), and full-scale exercises (FSEs). These exercises 

can be used to validate plans, policies, agreements, and procedures; clarify roles and responsibilities; and identify 

resource gaps. Operations-based exercises are characterized by actual reaction to an exercise scenario, such as 

initiating communications or mobilizing personnel and resources. 

Drills 

A drill is a coordinated, supervised activity usually employed to validate a specific function or capability in a single 

agency or organization. Drills are commonly used to provide training on new equipment, validate procedures, or 

practice and maintain current skills. For example, drills may be appropriate for establishing a community-

designated disaster receiving center or shelter. Drills can also be used to determine if plans can be executed as 

designed, to assess whether more training is required, or to reinforce best practices. A drill is useful as a stand-

alone tool, but a series of drills can be used to prepare several organizations to collaborate in an FSE. 
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For every drill, clearly defined plans, procedures, and protocols need to be in place. Personnel need to be familiar 

with those plans and trained in the processes and procedures to be drilled. 

Functional Exercises 

FEs are designed to validate and evaluate capabilities, multiple functions and/or sub-functions, or interdependent 

groups of functions. FEs are typically focused on exercising plans, policies, procedures, and staff members involved 

in management, direction, command, and control functions. In FEs, events are projected through an exercise 

scenario with event updates that drive activity typically at the management level. An FE is conducted in a realistic, 

real-time environment; however, movement of personnel and equipment is usually simulated. 

FE controllers typically use a Master Scenario Events List (MSEL) to ensure participant activity remains within 

predefined boundaries and ensure exercise objectives are accomplished. Simulators in a Simulation Cell (SimCell) 

can inject scenario elements to simulate real events. 

Full-Scale Exercises 

FSEs are typically the most complex and resource-intensive type of exercise. They involve multiple agencies, 

organizations, and jurisdictions and validate many facets of preparedness. FSEs often include many players 

operating under cooperative systems such as the Incident Command System (ICS) or Unified Command. 

In an FSE, events are projected through an exercise scenario with event updates that drive activity at the 

operational level. FSEs are usually conducted in a real-time, stressful environment that is intended to mirror a real 

incident. Personnel and resources may be mobilized and deployed to the scene, where actions are performed as if 

a real incident had occurred. The FSE simulates reality by presenting complex and realistic problems that require 

critical thinking, rapid problem solving, and effective responses by trained personnel. 

The level of support needed to conduct an FSE is greater than that needed for other types of exercises. The 

exercise site for an FSE is usually large, and site logistics require close monitoring. Safety issues, particularly 

regarding the use of props and special effects, must be monitored. Throughout the duration of the exercise, many 

activities occur simultaneously. 

 

SOURCE: U.S. Department of Homeland Security, “Homeland Security Exercise and Evaluation Program (HSEEP),” 

April 2013, available at https://www.fema.gov/media-library/assets/documents/32326 [accessed September 1, 

2017]. 
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Exhibit 3:  

 
HSEEP Exercise Roles and Responsibilities  
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Exhibit 3 (continued):  

 

 
 

SOURCE: U.S. Department of Homeland Security, “Homeland Security Exercise and Evaluation Program (HSEEP),” 

April 2013, available at https://www.fema.gov/media-library/assets/documents/32326 [accessed September 1, 

2017]. 
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